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Deception Defined

A Deception is a message knowingly
transmitted with the intent to foster false
beliefs or conclusions

A Covers common outright deceptions
I Fabrications, misdirections, bluffs, etc.

A Also covers:

I Omissions, concealments, evasions, strategic
ambiguity, etc.
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Why?

A Humans are poor lie-detectors
I ~54% accuracy rate for general population

I Accuracy is a function of the quality of base
rates

I Poor performance affects novices and
professionals

A Confidence in judgment is not correlated
with accuracy

I Affects attentiveness, verification efforts, and
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Some Facts About Lying

o  To  To I»

We hear 20-200 lies each day

1in 5 employees is aware of
fraud in their workplace

Some lies are considered
polite or even beneficial

Humans are poor lie
detectors: 54% accurate by
meta-analysis estimate
(Bond and DePaulo 2006)

I Untrained, unaided
obse_rvers across 206
studies

I 47% accurate for lies
T 61% truths




Real Problem

A How do you identify a terrorist,
fraudulent documentation, or
contraband smuggling
criminals among millions of
legitimate borders crossers?

I Candot simply <cl a
security on ports
A Approximately 400000
individuals cross the land
border daily, most to make
a living and conduct
business

I Airports need both profit and
security to operate

A Major airports reaching
capacity

A Demand steadily
Increasing

I Additional screening time
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Interpersonal Deception Theory:
i Deception Is Strategic, Dynamic
“H 0 INE =
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Five Classes of Indicators

Nonstrategic

Nonrational, uncontrollable, and/or
uncontrolled behaviors
A Arousal-based indicators
I Higher
psychophysiological
activation with deception
A Emotion-based indicators

I Nonverbal cues of guilt or
fear and use of emotional
language

A Memory-based processes

I Recollections of imagined
vs. real events
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Strategic

Thoughtful, premeditated, planned,
rehearsed, and/or monitored
behaviors

A Behavioral control
I Efforts to hide or control
telltale signs

A Communication strategies
and tactics

I Deliberate efforts to
manage what is said

I Demeanor/self-
presentation




Sample Deception Indicators

vocal tension

fewer sensory
details

simpler language

unpleasant voice

false smiles

long response time

gaze avoidance

submissiveness

random trunk &
limb movement

greater uncertainty

Increased
loudness

message length

nervous laughter

higher pitch

lack of gestures

postural rigidity
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What is the AVATAR?




Capabillities of the AVATAR

A Credibility assessment
I Non-invasive
I Non-intrusive
A Automated interviewing
I Force multiplier
A ldentification
I Biometric
I Documentation
I Biographic (in progress)
A Processes and fuses multiple cues
simultaneously
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Overview of Experiments and Studies

A Over 7000 experiments
subjects

A Over 35
-Desert Survival -Air Force Security
-Mock Crime Police Statement
-Morphing -Decision Support
-Vigilance -Mock Theft

-Bomb Screening
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First Prototype
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Second Prototype
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Dynamic AVATAR Interviewers
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Generation 3 Kiosk
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Incorporating Identification Technology
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A Automated Kiosk
Alnteractive intelligent
agent
A Embedded sensors

A Avatar-based
Interviewer

A Expert system
ABiometric reader
APassport reader
AMultilingual capacity




The Importance of Appearance




FRONTEX 2010: Experiment 1

Artificial Intelligence for Screening and Decision Support at Border
Crossings

A BORDERS conducted a
workshop in Warsaw, Poland

A Attendees included
European Union Border
Guards

A Workshop objectives
included:

I Understanding best practices
and challenges of EU Border
Guards

I Demonstrating new
technologies for screening

) I Exploring successful indicators
SAN DieGatAdetecting deception and 24
& UNIVERSITY, otile intent

Polish
Border Guards
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Study Overview

A Two-treatment, between-group design

A Control group (non-bomb-making
condition)

A Simulated bomb and the bomb
making materials

A Kiosk presents images of the bomb
A Eye tracker monitors eye behavior

A Classify the person as having guilty
knowledge or not
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Sample

A 60 total participants
I 30 MIS students

I 30 professional EU border guards and
research personnel from 17 countries

A Gaze behavior very similar
A Pupil dilation behavior not as similar
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Eye Gaze: Guilty




